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I.	 What is a Generative AI Policy?

	● First of all... what is generative AI?

Generative artificial intelligence is a type of AI system capable of creating outputs (completely new results or content: text, 
code, images, video, and presentations, among others) from inputs (instructions, data, or prompts entered by the user using 
natural language).

ChatGPT, Microsoft Copilot, and Legora are already being used in the workplace, often informally and without regulation.

	● How is generative AI already being used in companies?

In practice, employees are already incorporating it into their daily work for tasks such as:

Operational and lower value-added tasks Complex or strategic tasks

Drafting and proofreading of emails Code generation for software development

Assistance with initial data analysis Creating images and materials for internal and commercial 
communications

Summarising documentation Assistance with the preparation of commercial reports and 
proposals

Brainstorming or idea generation exercises Decision-making assistance through automated analysis

The many advantages of generative AI have led to its presence in organisations growing exponentially. However, its internal 
deregulation and consequent indiscriminate use have also led to significant legal and commercial issues – from the publication 
of confidential corporate information to strategic decisions based on inaccurate or false outputs, to damage to a company's 
reputation or the failure of a company's governing and management bodies to exercise due diligence.

	● What exactly does a Generative AI Policy contain?

It is an internal document that:

•	 defines which tools can be used and under which conditions;

•	 establishes permitted and prohibited uses (by type of information, business area, and use case, among other criteria);

Virtually all companies use generative artificial intelligence (“AI”) to optimise their internal processes, increase operational 
efficiency, and remain competitive in the market, making it an indispensable tool for business growth. However, this widespread 
and, in many cases, unregulated use creates significant legal and commercial risks that ultimately require internal regulation 
due to both internal and external obligations. 

To take full advantage of the potential of generative AI while ensuring its responsible and up-to-date use, the implementation 
of a generative AI use policy (the “Generative AI Policy”) has become essential for any organisation that seeks to maximise 
the benefits of this technology without compromising its legal and reputational security.

In this Legal Briefing, we explain what a Generative AI Policy is, why its implementation is necessary to minimise risks and 
enhance its capabilities, and the essential features it must contain.
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•	 determines who can do what (roles and responsibilities);

•	 sets criteria for security, confidentiality, and regulatory compliance;

•	 includes training and awareness-raising guidelines for employees and executives;

•	 aligns the use of these technologies with an organisation's ethical, strategic, and business objectives.

II.	 Why implement a Generative AI Policy?

	● To mitigate legal and commercial risks

How to avoid problems arising from the use of generative AI?

a)	 Duty of care and responsibility: The decisions of a 
management body are based on information that is 
collected, processed, and prepared at various operational 
levels within an organisation, which increasingly 
incorporates outputs from generative AI. If this use is not 
regulated, there is a risk that some of this information 
may have been obtained, processed, or generated using 
generative AI systems, the results of which may contain 
inaccuracies, biases, or outright falsehoods. 

The implementation of a Generative AI Policy, with clear 
guidelines on its application, validation, and supervision, 
ensures the traceability of the information that reaches the 
management body and demonstrates the commitment of 
managers or directors to best good governance practices.

a)	 Non-compliance with obligations in areas already 
covered by regulations: The growing use of generative 
AI may lead to non-compliance with current legislation in 
several areas and in established legal fields. 

i)	 Data protection: The use of this type of technology 
necessarily involves the processing of personal 
and/or sensitive data. This requires full compliance 
with data protection regulations, in particular 

the principles of lawfulness, transparency, data 
minimisation, and purpose limitation. 

i)	 Intellectual and industrial property :  The 
outputs generated by AI systems may incorporate 
or reproduce content protected by copyright and 
related rights, trademarks, or other third-party rights. 

N o n - co m p l i a n ce  w i t h  t h e  o b l i g a t i o n s  a n d 
recommendations already provided for in current 
legislation on these matters and others, such as 
cybersecurity or employee literacy, due to the 
inappropriate use of generative AI, may result 
in administrative sanctions and litigation, and a 
deterioration of trust. 

b)	 Ensure confidentiality: The use of generative AI tools 
may involve the direct or indirect transfer of particularly 
sensitive information (personal data, financial documents, 
strategic plans, and business secrets) to third-party 
technology providers. This reduces an organisation's 
effective control over its own information and creates 
legal, commercial, and reputational risks.

a)	 Secure efficiency with clear criteria: A Generative AI 
Policy establishes clear procedures that enable employees 
to harness the efficiency of AI while maintaining security, 
defining permitted and prohibited uses, and assigning 
specific responsibilities. Furthermore, by detailing specific 
tools and authorised use cases, the policy can reveal 
previously unknown opportunities for the application of 
AI, allowing employees to discover new ways to optimise 
their tasks and processes that they did not previously 
consider possible. This provides a competitive advantage 
without requiring significant investment.

	 b)	 Strategic alignment: Each organisation has specific 
objectives and values that must guide the use of 
generative AI. A Generative AI Policy adapts these 
technologies to the particular needs of each company, 
creating a framework consistent with its corporate culture 
and promoting use that is aligned with its ethical and 
strategic commitments.

	 c)	 Training and development: A Generative AI Policy 
establishes a clear procedural framework for all 
organisational levels, defines specific roles and 
responsibilities, and allows  the impacts of AI use to be 
audited. This facilitates the effective training of employees 
in the responsible use of these technologies, developing 
advanced digital skills that drive both professional growth 
and business innovation.

How to get the most out of generative AI?

	● To maximise the benefits of generative AI
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	III.	 What must a Generative AI Policy contain?

A Generative AI Policy seeks to mitigate the risks arising from its use and maximise its benefits. To achieve both objectives, it 
is necessary to include, among others: 

The recipients of the policy

It is advisable to expand the target scope of the policy to any third party with whom an organisation has a business 
relationship.

Basic principles to guide the policy's recipients 

It is advisable to establish clear principles such as transparency, accountability, verification of the results generated, 
respect for intellectual property rights, and ethical and responsible use of these tools.

Permitted and prohibited generative AI tools

It is advisable to explicitly identify which tools are authorised for corporate use and which are prohibited. The 
approval of new tools must be carried out in accordance with the internally established procedure and be validated 
by a company's management body or the committee designated for this purpose.

Permitted and prohibited uses of permitted generative AI tools

It is advisable to introduce an updatable registry that includes and periodically updates permitted AI uses and tools.

Liability and disciplinary regime as a result of non-compliance with the policy

It is advisable to clearly define the consequences of non-compliance with the policy by establishing a disciplinary 
regime that is proportionate and consistent with the sanctioning regime applicable to other internal breaches within 
an organisation, which may range from warnings to more severe measures in the case of serious breaches.

Generative AI governance regime 

It is advisable to establish a clear procedure for the evaluation and approval of new tools and uses by designating a 
specific committee or responsible person in charge of overseeing compliance with the policy (Responsible - Approval 
- Consulted - Informed - RACI).

In addition, a Generative AI Policy must complement an organisation’s other policies, such as the code of conduct 
or IT security policies.
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Pérez-Llorca's Technology Law team is available to help you develop a legal and regulatory strategy that 
minimises the risks and takes advantage of the benefits offered by the use of artificial intelligence in your 
organisation. 
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